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The Tactics Institute for Security and Counter-Terrorism is
an independent think tank that popularises security
discourse, bridging the worlds of academia, policymaking,
civic advocacy, and security. We focus on the intersection
of home affairs and national security, combining
practitioners’ experience with a policy development
perspective. At Tactics Institute, we identify emerging
security trends and bring them to the fore for public
discussion and reflection, always with a view to discrediting
political violence and enhancing the resilience of open and
pluralistic democracies.
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Introduction
Balancing security and privacy lie at the heart of modern governance. Estonia was the first EU
member state to create a data Embassy – or rather “Noah’s Ark” – in Luxembourg that would
allow the country to continue to exist in exile, should it ever be occupied, or “reboot” should
it ever sustain a cyberattack. The same country has a simple rule: “the state cannot ask for
data it already has”, in an almost religious pledge to cutting red tape. On the other side of the
world, China has introduced a system of social rating, which literally rates the social behaviour
of the citizen and can even be linked to creditworthiness. But this infringement of privacy also
has benefits: China has been more successful than many Western states in controlling the
spread of the Coronavirus, utilising its mass data mining capabilities. In sum, it is not merely
corporate actors that present citizens with the “data for convenience” dilemma.
Technological developments call for a rethink of the private and the public sphere. As online
public and corporate governance move deeper into biological and banking data, the values
underpinning the balance between “security or citizenship” is the modern equivalent of the
“butter or guns” conundrum. Data is like money. It has value. Ownership of this data has
always been key to citizenship but is now emerging as a question defining 21 st-century
regimes. Authoritarianism, dictatorship, and democracy “brands” must be re-examined.
Cyberactivism, for instance, brings to the fore traditional security questions: who is a terrorist,
a traitor or a “freedom fighter”?
At the same time, the emergence of the internet economy over the last three decades has
created a transnational market that is only now starting to be regulated, bloc by bloc (Russia,
China, Euro-Atlantic). In normative terms, this regulation is linked to incompatible "rule of law
regimes" that make different demands on the balance between private and public. Another,
perhaps more cynical view, is that different regimes have a different degree of covert action
to mine and exploit individual data. And we "compromise" by carving out, in the western
internet space, small enclaves for "our autocrats".
The problem, however, is that the cyber world is predominantly shaped by the end-users.
These end-users have different interests that hit the layers of the cyber-digital world.
Although network engineers believe that there are different layers of the internet for
regulatory purposes, it is important to underline that the internet - the sphere/space on which
the cyber world has been developed - has three main layers important for regulatory
purposes. These are infrastructure, code and content. The manipulation in between, or the
different perceptions about how to employ or exploit them, in general, is the biggest problem
that stretches the balance between individual freedoms and security.
An additional problem is that the convergence of the two worlds, physical and virtual, is
ongoing and is going fast at a higher rate. Even though there are many positive aspects of this
process, it has two challenges. First, it combines worlds that have different concepts and
designs. The physical world as we know is regulated on the premise of vertical relationships:
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top-down and bottom-up, where, ideally, individual freedoms are traded for security. The
cyber-world on the other hand is structured on horizontal premises. The trade in this world is
between freedoms for services. The second challenge stemming from the ongoing
convergence is enforcement of the law. The stark contrast of vertical versus horizontal
concepts offers a perfect escape from jurisdiction (usually fixed between borders), anonymity
and the volume of exchanged content that overpasses the capacities of the guardians.
Drawing on examples from Europe and the Middle East, the TACTICS Institute explores the
implications of this modern dilemma in counter-terrorism policies involving three key
stakeholders: state and law enforcement authorities (LEA), the business world and civic
advocacy organisations.
The articles that follow elaborate on the attempts to conceptualise the data ownership
debate and the balance between individual rights and security concerns and, consequently,
on the regulatory agenda for mass surveillance reform in the liberal world. Pursuing all
normative trajectories, it is important and urgent that democracies win the regulatory
standoff, to retain hold of standard-setting across the internet. This, however, is not a free of
charge path. Some core sacrifices include the reconciliation of diverging economic priorities
and interests, reviewing the concept of digital sovereignty, and regimenting a space of
common values and norms in cyberspace, while pressing on to catch up with the technological
race. Moreover, catching up will require a primacy of public interest, the reconceptualization
of relations between the public and the corporate balance of power, and a more cohesive
negotiation of normative regimes that will scale up the normative pull of liberal democracies.
This is an immediate and existential challenge for democracy in which “security” is actually
an encompassing concept that refers to a way of life.
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I. Contextualizing the Data Ownership
Debate: How to Balance Individual Rights
and Security Concerns
By Ryan Mossof

The broad question of how data is collected and used offers specific insights into the balancing
act between individual rights and public security concerns. The economic realities of internet
surveillance, or ‘surveillance capitalism’ are well known. So too are the potential national
security benefits that come from increased surveillance. As a result, the incentives for both
the public and private sectors to increase individual data collection and use are growing.
Additionally, new methods of data collection through technological surveillance are rapidly
evolving, from physical devices to online artificial intelligence-enabled trackers. It is therefore
important to take note of the various stakeholders, and the rights and interests at play when
implementing security protocols that involve data collection and use.
Data governance
Data governance is a broad term that encompasses multiple aspects of data storage, transfer
and use. It involves processes, standards, best practices, metrics and many other
characteristics. The broader category of data governance is important to understand because
thinking of surveillance solely in terms of data ownership will lead to gaps in understanding.
Ownership is one important part of data governance, alongside inndata transfer (the
standards and practices of how data moves from one place to the next), data use (how data
is operationalized for specific purposes), data security (the protocols in place to protect data
from falling into the wrong hands), among others.
Importantly, surveillance incorporates the entire suite of data governance characteristics. For
example, surveillance requires data access. Without access to individuals’ data, an actor
cannot gain information about that individual’s digital footprint. While data ownership is
closely related to data access – as access to data sometimes requires the owner’s permission
– it is not the whole story. Additionally, data ownership is not the only way we think of data
permissions. Moving away from a property-centric ‘ownership’ model, we might think of data
under a stewardship model. The data stewardship model conceptualizes data, not as a piece
of property that an individual has rights to against the world, but, instead, as a data point that
relates to an individual but falls under the care of any number of data managers and
custodians. Data trusts or data fiduciaries fit under this stewardship model.
Finally, new techniques like data scraping, where online programs are used to ‘scrape’ data
from people’s public profiles, trouble our understanding of data governance. The company
Clearview Ai has recently come under scrutiny for its use of data scraping techniques to fuel
its facial recognition artificial intelligence. Clearview Ai scraped the social media profiles of
thousands of individuals and used the data to create a surveillance and identification tool for
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law enforcement.1 Interestingly, a recent report by the Office of the Information and Privacy
Commissioner of Canada found Clearview Ai in contravention of Canadian privacy law.2 The
technique of data scraping does not fall cleanly under models of data use, ownership,
stewardship or access. As just one example of innovative and evolving practice, data scraping
shows that definitions of data governance are constantly evolving and adapting to these new
forms of surveillance.
The importance of privacy
Data governance both provides definitions of practices and offers normative guidance on how
to best use those practices. In turn, close attention has been paid to privacy rights as one way
to safeguard against misuse of individuals’ data. However, privacy is an amorphous concept.
From an international perspective, we find the human right to privacy in Article 17 of the
International Covenant on Civil and Political Rights. While Article 17 refers to specific spheres
of privacy such as in the home, with family, in one’s correspondence, and protecting honour
and reputation, the wording of the document also mentions the concept of privacy more
generally. This could be interpreted to include other forms of privacy, not just those
specifically mentioned in the article.
On the one hand, this broad wording might lead to difficulties with interpretation, where
‘privacy’ includes a broad range of private spaces. On the other hand, the expansive wording
might also provide different ways for states and corporations to progressively realize human
rights within their own borders and business practices. Another important piece of privacyprotecting legislation is the relatively new General Data Protection Legislation, which situates
privacy rights within the data governance conversation. The GDPR has been globally
influential in introducing new data privacy rights such as the right to be forgotten.
Privacy is important in the surveillance debate because it represents the spaces in our lives
where we should be protected against prying eyes. From a data governance perspective,
privacy protections shield against improper or unwanted surveillance measures. These
protections can take many forms, from national and international data governance legislation
that attempt to protect fundamental rights to smaller protections such as prompts for
consent to cookies on websites. Both macro and microdata protection measures are
important from a privacy perspective and should be embedded within the code and
architecture of digital systems. Those who are weary of surveillance measures often point to
the importance of privacy to protect individuals from overly invasive data collection
initiatives.

1

Kashmir Hill, (2020), “The Secretive Company That Might End Privacy as We Know It”, available at:
https://www.nytimes.com/2020/01/18/technology/clearview-privacy-facial-recognition.html
2 Office of the Privacy Commissioner of Canada, (2021) available at: https://www.priv.gc.ca/en/opc-actions-anddecisions/investigations/investigations-into-businesses/2021/pipeda-2021-001/
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The importance of context
Individuals are increasingly being asked for their consent before their data is collected or
used. Despite the consent model’s drawbacks, it is necessary in some contexts. Alternatively,
some surveillance initiatives remove the need for consent to data use by anonymizing the
identifiable aspects of data. The theoretical justification for this form of data use stems from
the supposition that no harm can befall an individual if they cannot be identified or linked to
the data. Unfortunately, this reasoning fails to consider aggregate and societal harms from
data collection and use. Despite this, the deidentification model is helpful in discrete
situations such as scientific research.
A key issue with domestic surveillance initiatives is the lack of broadcasting and
telecommunications infrastructure in some remote or rural areas. Many individuals do not
have internet access because they either cannot afford it, or it is not offered where they live.
Privacy is a right and a privilege, however, we often focus on the former over the latter. Those
without access to technology enjoy a de facto right to privacy and essentially lose out on the
privileges of privacy in the digital age. I say a de facto right because these people are not
subject to technological surveillance. They have no smartphones, smartwatches, laptops,
Amazon Alexas or Google Homes. If they do own such technologies, it is possible that an
internet connection may be unstable or non-existent. The internet and social media are
therefore unavailable to them, and, as such, they are not counted for surveillance purposes.
Essentially, their privacy rights are protected by default. Some might initially think this is good
from a rights-protecting perspective; however, the reality of not being counted is often more
harmful than it is beneficial. The public benefit of national security surveillance can only help
those who are counted.
Striking the right balance
Data ownership is only one piece of a very large puzzle. Being clear on the context and
specifics of technological surveillance measures is key to having a meaningful conversation
about the wider implications of data collection and use. Towards that end, the use of
individuals’ data should accord with principles of necessity and proportionality. Necessity
means that the purposes of individual data collection are restricted to those that are essential.
Providing assurances to the public that surveillance measures are limited in this way will
increase trust. Additionally, the principle of proportionality requires that the degree of data
collection and use align with the purposes for which surveillance initiatives began. More
invasive surveillance should be reserved for particular objectives. These principles help guide
surveillance initiatives along a path that will maintain public trust in national security
institutions. Overall, the entire context of data governance within any individual country is
likely to vary. Each nation should take its own values into consideration alongside
internationally recognized norms and practices.
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II. The Regulatory Agenda for Mass
Surveillance Reform in Liberal Democratic
Regimes
By Metodi Hadji-Janev

The convergence of law enforcement and military surveillance standards can undermine
human rights standards. Peacetime targeted surveillance adjusts to the limitations set forth
by the human rights principles developed in peacetime, in a manner that is targeted and
accompanied by a legal argument for its necessity. On the contrary, mass surveillance
applicable during wartime situations is generalized and data-collection becomes an end in
itself.3
Civilian versus military surveillance
The classic liberal understanding of the difference between law enforcement surveillance and
military surveillance is based on the mandate of the authorities “listening in” in the context
of a democratic society. Although both law enforcement and the military accumulate
substantial surveillance power not available to every citizen, the conventional liberal analysis
holds that there is a strict separation of duties between the two. In broad terms, military
forces are responsible for defending the nation from foreign invasion while law enforcement
is the ultimate guarantor of rule of law. The OSCE Code of Conduct expresses unease about
military involvement in Home Security affairs, prescribing that states “will ensure that any
decision to assign its armed forces to internal security missions is arrived at in conformity with
constitutional procedures”.4 This principle is inherent to the democratic principle of
distinguishing between policing and military surveillance, particularly relevant in postcommunist normative transition.
In legal terms, the main issue at hand is that military law implements standards of
accountability set by the law of armed conflict, while law enforcement is accountable to a
more extensive code of constitutional and international human rights standards. Specifically,
the legality of military surveillance is understood in the context of customary law, that is,
standard military practice, operational precedents, case law and, to some extent, “treaty law”
such as the four Geneva Conventions (1949) and their Additional Protocols (1977).5 While
international regulation of this kind is referenced when discussing the relevance of police
surveillance, there is a more developed and extensive body of human rights law that regulates

3

The UK Parliament, “Surveillance: Citizens and the State - Constitution Committee Contents”, available at:
https://publications.parliament.uk/pa/ld200809/ldselect/ldconst/18/1804.htm
4 Organization for Security and Co-operation in Europe 1994, Code of Conduct on Politico-Military Aspects of Security, Paris, adopted in
Budapest on 3 December.
5 ICRC, (October 29, 2010), “The Geneva Conventions of 1949 and their Additional Protocols”, available at:
https://www.icrc.org/en/doc/war-and-law/treaties-customary-law/geneva-conventions/overview-geneva-conventions.htm
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citizen surveillance 6 There is an additional distinction, namely cost. Logistically speaking, the
cost of law enforcement surveillance is far smaller than expensive military systems.
The blurred line between law enforcement and military surveillance
The distinction between national and domestic security has been blurred for decades,
particularly in the context of the Cold War, accelerating thereafter through the process of
globalization and digitalization.7 In practical terms, it is often the case that military and police
missions have similar surveillance objectives, leading to calls for inter-agency cooperation to
reduce duplication of work and bolster social security systems resilience. In sum, conflict is
becoming more “totalized” and, as such, it is harder to distinguish between the front and the
home front, and between police and military operations.
This totalizing process has reframed the conceptualization of national security in two
respects. Firstly, the notion of security is wider, encapsulating a number of threats of a
traditionally “civil” nature, such as environmental scarcity (water), soil erosion, pandemics,
mass migration, etc. Secondly, military operations increasingly take place vis-à-vis non-state
actors and state proxies such as militias, secessionist groups, mercenaries and “volunteers”,
where their mission may be “humanitarian” rather than a defence of national sovereignty.
Both state and non-state actors have assimilated new technology, exploiting critical
infrastructures while posing asymmetric and hybrid threats to democratic societies.8 The
disruptive nature of technologies has tactical value and strategic significance both for state
and non-state actors. First and foremost, it is possible to override the strict separation of
military and civilian security frameworks. State and non-state actors can thereby use
conventional and unconventional means – disinformation, critical infrastructure attacks,
different forms of criminal activities – presenting untrained police officers with challenges
that require military training.9 In this sense, it is possible to view democratic pluralism and
liberal economic frameworks as “vulnerabilities” to be exploited, tactically and strategically.
Defending democratic governance and human rights in the digital era
The ongoing digital transformation and the pursuit of national security have substantially
undermined the right to privacy. Edward Snowden's disclosures, the US presidential elections
in 2016, and the Brexit referendum scandal involving Cambridge Analytica and Facebook have
unequivocally shown that established democracies are not immune from civic rights abuses.
Furthermore, there is an accelerated accumulation of power by mega-corporations whose
“surveillance capitalism” is catalytic to the accumulation of historically unprecedented
individual power.10 The danger with these practices is that they can empower authoritarian
6

Code of Conduct for Law Enforcement Officials (CCLEO) and the Basic Principles for the Use of Force and Firearms by Law Enforcement
Officials (BPUFF) are examples of soft law instruments that are of particular relevance to law enforcement.
7 See more in: Amonson Kyle, (March 8, 2018), International Security in the Post-Cold War Era: A Security Evaluation, Small Wars Journal,
available at: https://smallwarsjournal.com/jrnl/art/international-security-post-cold-war-era-security-evaluation
8 Hadji-Janev Metodi, (2021), “Hyper Threats to Critical Information Infrastructure: Bringing the AI in the Game”, International Journal of
Cyber Diplomacy, available at: https://ijcd.ici.ro/documents/2021/IJCD-art5.pdf
9 See more in: Hybrid COE, 2020, Hybrid COE, (2020), Hybrid threats as a concept”, The European Center of Excellence for Countering Hybrid
Threats, available at: https://www.hybridcoe.fi/
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regimes to challenge and develop their own version of the panopticon regime they can then
present as equivalent to democracy. As journalist and historian, Andy Beckett observes, this
power shift could easily lead to disaster capitalism and super elitism, with corporate leaders
feeling entitled to equate company interests with national interests.11
So far Western liberal democracies have not been able to effectively update their own use
and regulation of data and technology in a way that reflects the ongoing digital
transformation of societies. There are two general reasons for this. First, Western liberal
democracies have been caught off guard by a fast-paced digital transformation. Second, led
by different interests and legal traditions, Western democracies have failed to reach a
consensus on what privacy and human rights means in a digital context. This leads to a
panoptical society where the surveyor, public or private, is not accountable.
In the rush to address the challenge of dual-use digital technologies and practices, many
governments have moved to enact security measures that are inconsistent with their human
rights normative framework. Any intervention or limitation of privacy under international
human rights law places on the governing authority the burden of meeting the standards of
necessity, proportionality and legality.12 These requirements are not met in countries like
Russia and Venezuela, but also at times in Western societies.13 Different perceptions of threat
and diverse legal traditions result in an incoherent approach to the regulation of a
transnational cyberspace, driving a wedge between Western allies, particularly Europe and
the United States. This polarization erodes the confidence in human rights standards as
applied in liberal democracies.
Public confidence is less of an issue in regimes such as China, Russia, the UAE or Saudi Arabia,
with weak checks and balances. There, ruling elites use modern surveillance technology to
maintain their control, manipulate and suppress. Although democracies, even inside the EU,
are not immune to such practices, liberal regimes do strive to maintain certain human rights
benchmarks. Military surveillance is more strictly controlled, and law enforcement
surveillance is aligned to human rights standards. Moreover, the 2020 European Court of
Justice’s ruling on the US-EU “Privacy Shield” data-sharing arrangement is a clear example
that checks, and balances can be enforced.14 Nevertheless, there is a wide normative void to
fill when it comes to effective human rights guarantees.
Unauthorized surveillance and human rights guarantees
If the EU and its members are to preserve liberal democracy, they need to develop a stronger
model of governance that can cope with digital transformation. This process starts at home.
Preserving democracy in the digital age requires an understanding of disruptive technologies
11

Beckett Andy (Nov 9, 2018), “How to explain Jacob Rees-Mogg? Start with his father's books”, The Guardian, available at:
https://www.theguardian.com/books/2018/nov/09/mystic-mogg-jacob-rees-mogg-willam-predicts-brexit-plans
12

Electronic Frontier Foundation (2014), “Necessary & Proportionate, International Principles on the Application of Human
Rights
Law
to
Communications
Surveillance”,
available
at:
https://www.ohchr.org/documents/issues/privacy/electronicfrontierfoundation.pdf
13

Mchangama Jacob and Fiss Joelle, (November 6, 2019), “Germany’s Online Crackdowns Inspire the World’s Dictators”, Foreign Policy,
available at: https://foreignpolicy.com/2019/11/06/germany-online-crackdowns-inspired-the-worlds-dictators-russia-venezuela-india/
14

Court of Justice of the European Union, (July 20, 2020) “Data Protection Commissioner v Facebook Ireland and Maximillian
Schrems”, Judgment in Case C-311/18, Press Release, No 91/20 Luxembourg,
available at:
https://curia.europa.eu/jcms/upload/docs/application/pdf/2020-07/cp200091en.pdf
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and the challenge they pose to democratic standards. Although direct normative equivalence
between transatlantic partners may be hard to establish, it is important to maintain a
common front of normative principles justifying the term “community of values”.
The development of such common normative standards can follow three trajectories. First,
negotiation and adoption of new treaty laws. Second, progressive development of new
customary laws and thirdly, through the interpretation of applicable principles and standards
of international law. However, a new treaty in this space would take years to negotiate. As it
was suggested during an Open-ended Working Group on Developments in the Field of
Information and Telecommunications in February 2020 “these efforts would likely end up with
the lowest common denominator result and offer less protection. Having a treaty would also
not solve the question of how it would apply. We would still be left with the question of how
to interpret it.”15
The development of new norms through customary international law is also not promising.
The identification of customary international law is a matter on which there is a wealth of
material, including case law and scholarly writings.16 It also requires general practice and
acceptance of the practice of law known as opinio juris.
The interpretation of the existing principles and standards remains the most viable course of
action Western democracies can pursue in the medium term. Groups of Governmental
Experts in the U.N. General Assembly are at the forefront of this effort. This option has been
advanced by liberal democracies but also states that desire normative evolution that will
enhance their surveillance capabilities.
When pursuing all normative trajectories, it is important and urgent that democracies win
this regulatory standoff to retain hold of standard settings across the internet. That means
reconciling their diverging economic priorities and interests, reviewing the concept of digital
sovereignty, bolstering regulatory equivalence and interoperability, ensuring accountability
and regimenting a space of common values and norms in cyberspace. This rule-making
initiative also depends on maintaining a technological lead or, when lagging behind, taking
focused steps to catch up in the strategic technology race. That necessitates a rethink of the
relationship between corporations and the state. It also necessitates the management of
know-how developed in the public sector, particularly the military and law enforcement, and
its dissemination to the private sector. In sum, there is a need to re-delineate the relationship
between private and public with a view to empowering accountability and individual
citizenship, which is the distinguishing feature of liberal democracies, recognizing the threats
emerging from total access state and surveillance mega-corporations.
China recognizes that technological edge translates into diplomatic, economic, military and
normative power. Therefore, strategic thinking focuses on state control over regulation.17
15

United Nations, UN Web TV, (Feb. 10–14, 2020), “Open-ended Working Group on Developments in the Field of Information and
Telecommunications in the Context of International Security, Second Substantive Session,” [hereafter OEWG],
http://webtv.un.org/search/3rd-meeting-openended-working-group-on-developments-in-the-field-of-information-andtelecommunications-in-the-context-of-international-security-second-substantive-session-10%E2%80%9314-february
2020/6131646836001/?term=%22Open%20Ended%20Working%20Group%22&lan=English&cat=Meetings%2FEvents&sort=date.
16 Ibid
17 China won the Secretary-General role at the UN International Telecommunication Union (ITU); China has become an active participant in
the UN processes related to ICT and international security (such as the GGE and OWEG,) and has flooded multistakeholder processes (like the
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Furthermore, China has a specific program that envisions world leadership in key strategic
technologies, having already achieved primacy in 5G connectivity, artificial intelligence and
facial recognition. What is challenging in competing with China is that a singular actor
dominating the second biggest but fastest-growing economy in the world can very quickly
make the leap from pilot to mainstream production, dominate the market, and drive
regulation, entrenching authoritarian value frameworks that will not necessarily be opposed
by Western digital oligopolies.
.
Catching up will require a primacy of public interest, the reconceptualization of relations
between the public and the corporate balance of power, and a more cohesive negotiation of
normative regimes that will scale up the normative pull of liberal democracies. In sum, what
is required by democracies is long term planning that is not a straightforward proposition, but
a strategy that ignores the layout of the normative battleground. Cyber terrain has little
chance of rallying and deploying with tactical efficiency the economic, research and
development instruments required to guarantee the rule of law and democracy. This is an
existential challenge for democracy in which “security” is actually an encompassing concept
that refers to a way of life. As critical as one can be of liberal surveillance capitalism, dystopian
surveillance absolutism is more threatening and could rise to become the norm.

IEEE initiative on the ethically aligned design of autonomous and intelligent systems). China has also inserted itself in the UN Human Rights
Council, where it has garnered rhetorical support for its use of technology against endangered Uyghur minorities in Xinjiang and democratic
activists in Hong Kong.
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III. Online Security Strategies for Online
Democracies
By Angelos Kaskanis

The COVID-19 pandemic made apparent what we have been discussing. Democracies have
gone online without the legal and institutional preparation required. The deeper digital
transformation of economy and society increase the interface of the digital and physical
world, the interdependence of states and societies and the pressure for infrastructural
convergence. We live in a global world, with a world-wide-web and the sum of our national
cybersecurity capacity. Thus far, the discussion has been tactical rather than strategic.
Cyber-convergence and democracy
While we rightfully emphasize the benefits of ongoing economic and normative convergence
within Europe, there is a wider spectrum of security threats we need to come to terms with.
Both state and non-state actors are uniquely exploiting cyberspace to challenge collective
defence and transnational market arrangements. Terms such as ‘hybrid threats’, ‘active cyber
defence measures’, ‘cyberthreat vectors’, or ‘advanced persistent threats’ describe an
emerging security domain whose target is not control over land but fundamental pillars of
European societies such as human dignity, democracy, the rule of law, equality and respect
for human rights. The challenges Europe faces in cyberspace also have a geopolitical
dimension.
For decades Europe has operated as a multilateral and cooperative space that developed an
ever-higher benchmark of citizenship rights. The emergence of this European space that is
often taken for granted is the result of cumulative work over decades on confidence-building
measures, peaceful conflict-management of disputes and, since 2017, the EU has also
harnessed the power of coordinated diplomatic responses to security threats. The foundation
of this structure lies in international law, with a normative benchmark that builds and goes
beyond UN international standards. But without cybersecurity, all of these norms are called
into question.
Between crime and espionage
Geopolitical competition in cyberspace is not merely between individuals, firms, political
parties or advocacy groups but also between ‘systems’ and ‘regimes’. Authoritarian regimes
operate by proxy through nonstate actors just as liberal regimes have done in the past.
Plausible deniability and covert action in cyberspace is a game two can play.
According to the European Union Agency for Cybersecurity (ENISA) the ‘development and
deployment of new technologies, are reshaping the cyber landscape and significantly impact
society and national security’. There are now low-end attacks on IoT devices and services that
blur the distinction between National Security and Home Affairs, posing a threat to European
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security and the EU. For example, state-sponsored cyberattacks and phishing messages can
be classified as operations in the grey area between organized crime and espionage.
Though there is a growing recognition that existing laws apply, there are additional technical
parameters in cyberspace that make law enforcement much more difficult, such as anonymity
and, therefore, legal responsibility. This is a world in which proxy warfare is proliferating on
and off-line. Both states and non-state actors have weaponized information technology
turning the liberal essence into a problem.
Catch me if you can
Both state and non-state actors have figured out how to manipulate the profit model of social
media where the user is treated as a product on the advertising market. Designed to sell
attention and produce instant gratification, algorithms learn what people like and monetize
these preferences. This leads to a ‘filter bubble’ effect, creating communities of the likeminded. The network (friends) turns into both an indicator and a filter.
Producing the information with clickbait and eye-catching titles is a trend in journalism that
predates online engagement. It is now worse as media platforms exchange print dollars for
digital pennies, making such journalism an inevitable business model. That is more so in poor
and linguistically small markets in the Western Balkans, turning these societies into easy prey
for predators of disinformation and mal-information.
Strategic dilemmas
To address contemporary challenges, the EU has already prioritized cyber capacity building.
Nevertheless, unlike China, Russia, or the United States, the EU cannot rely on individual
foreign and interior policies, their unified military structures or the legal and budgetary power
of central governments for the development of coherent cyber capacities. Member states are
responsible for their own cyber capacities, having widely varying levels of cyber maturity,
different threat perception, priorities and capabilities.
Though cybersecurity is an important element in the age of evolving threat landscape, if the
EU is about to preserve geostrategic relevance, building cyber defence capacities is a strategic
imperative. In this context, the EU needs to address several challenges that include a balance
between national sovereignty and EU pooled competencies, a challenge that will not be easy
to address. Coextensively, there are a number of normative challenges, such as the
standardization and taxonomy of definitions of threats, civic rights, perceptions of privacy and
common security, and the balance between Home Affairs and National Security.
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